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NOJIUTUKATA NO UHOOPMALIMOHHA CUIYPHOCT

1. BbBEOEHUE

UHdopMaLmnaTa e B ocHoBaTa Ha ocblyecTesBaHaTta oT Ueo MeTtpos — ApxuTtektu OO AelHOCT.
O6xsaTkT Ha CYUC Ha dupmaTa e npeacraBeH B HapbyHuka Ha CrcTemarta 3a ynpasneHue.

3a onasBaHeTO Ha Tasn MHGOpPMaLMs, opraHu3auvaTa criasea 3aKOHOBWTE W3MCKBAHWUA, MOeno e
[OroBOPHN aHraXUMEHTU U MO cunaTa Ha CBOsATa CUCTEMA 3a YNpaBneHve Ha MHOopMauMoHHaTa
CUrYpPHOCT MMa YTBBpAEHaTa NpaKkTvka ga nasu OT HepaspelleHa NpoMsiHa, 3aryba unm HenpasunHo
pa3npocTpaHeHue MHopMaLMATA.

MonwTukaTta no HGOPMAaLMOHHA CUIYPHOCT Ha opraHW3auvsTa NpeacTaBnABa NOCNeABaLlo cThNano
B obLUuaTa NonMTUKa M OpraHU3aLMOHHOTO pa3BUTUE Ha APYKECTBOTO, ONPEAENsLLa HOBW NapaMeTpu
M MNO-BMCOKU KPUTEPUM 33 YAOBNETBOPSIBaHE M3NCKBAHUATA Ha KNWEHTUTE, 3alyMTa Ha TexHUTe
MHTEpEeCU 1 yBenu4aBaHe Ha OpraHM3aLWoHHaTa YCTOMUYMBOCT U KOHKYPEHTOCNOCOBHOCT.

2. LUENMHN

HacTosilaTta nonutuka onpeaens pamkaTa Ha CUCTEMA OT MEPKWU, KOATO € HacoYeHa KbM CRegHuTe
obium uenu:

e [apaHTMpaHe Ha NOBEPUTENTHOCT Ha MHOPMaLUMATa — Ypes npunaraHe Ha cuctema oT
0406peHn orpaHUYeHNA BbPXY AOCTBNA W Pa3KpUBaAHETO Ha UHAOPMaLVS;

e OcurypsiBaHe Ha LSNOCTHOCT Ha WHGoOpMaUMsTa — Ypes 3almTa cpeLly HenpaBoMepHU
W3MEHEHUSA UNW paspyluaBaHe Ha MHopMaLMATa;

e OcurypsBaHe Ha AOCTBMHOCT Ha MHGOPMAaUUATa — Ype3 OCUrypsABaHe Ha HagexaeH u
HaBpemeHeH A0CTbN A0 HdopMaLUATa, Ha NPUHUMNA: ,BCUYKO, KOETO He e 3abpaHeHo e
No3BoONeHo";

e [locturaHe Ha OTYETHOCT Ha WHOPMAaLUsTa — 4Ype3 BbLBEXAAHE HA KOHTPOM BBPXY
AOCTBbNA U NpaBaTa BbpXy UHOPMaLVOHHUTE CUCTEMU;

o OcurypsisaHe Ha HENPEKLCBAEMOCT Ha AeitHocTTa Ha MBo MeTtpos — Apxutektn OO[ —
ypes nogAabpKaHe Ha nNnaHose W npoueaypu, ¢ Orneq rapaHTupaHe Ha CBOUTE KIWEHTH,
ye ycrnyrute we 6baaT npeaocTtaBeHn AOpU U MPY HAcTLMNBaHETO Ha HOPCMaXKOPHW WUIK
NpeavsBUKaHu MHTEPBEHUWMW B CUCTEMATS;

e MwuHuMMsMpaHe Ha puCKOBETE 3a CUIYpHOCTTa Ha MHGOPMAUMATA, NpUUMHABALLM 3arybu
WK Bpeau Ha opraHsvaumaTa, Ha HeHWM KITMeHTH 1 BU3HeC NapTHBOPW,

* MwHumMMsupaHe Ha cTeneHTa Ha 3arybu wnu Bpeau, NpUMMHEHW OT npoBuBM B
CUrypHOCTTA;

o OcurypsiaHe Ha HeobxoavmMuUTe pecypcy 3a BHEPABaHE M NoAdbpXKaHe Ha edeKTUBHA
cucTeMa 3a ynpaeneHue Ha MHOPMaLMOHHATA CUTYPHOCT;

e WpeHTnduumpaHe Ha OCHOBHWUTE paMKM 3a onpefensHe Ha LenuTe No KOHTporna u
MexaHW3MMTE 3a KOHTpoOna Ha cucTemaTa 3a ynpaBneHue Ha WHGOPMauvoHHaTa
CUrYpPHOCT;
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e lHdopmMmupaHe Ha CRyXUTEnWTe, WHCTUTYLMUTE, KNWeHTUTe, aocTasBunuute u BusHec
NapTHbOPUTE, KOUTO UMaT AOCTbN 40 UHpopmaumsaTa Ha Ueo MeTtpoB — Apxutektn OO0/
3a TEXHUTE OTFOBOPHOCTU U 33ABIMKEHUS MO OTHOLUEHME Ha CUrYPHOCTTA.

3. OBXBAT

MonuTukaTa ce npunara No OTHOLWEHWE Ha LANOCTHATa AeWHOCT Ha cupMaTa, PecnekTUBHO — Mo
OTHOWEHWe Ha WHpacTpyKTypaTa, CNyXUTenute, codTyepute, xapayepa, WHGOPMaLMOHHUTE
MacuBK, JOKYMEHTUTE W 3anucuTe, CbrmacHo PerncTbLp Ha akTUBWTE N pUCKOBeTe.

Monutukata ce npunara v MO OTHOLUEHWE HA TPETWU CTPaHW — ACCTABMULIM Ha YCNYr, KMUEHTU K
Apyri opraHusauvi, umaly AOoCTLM A0 AaHHW, WMHGOPMauWa W MHEOPMALMOHHU CUCTEMU Ha
opraHusauusTa.

4. noaxoa

Mo MMetpoes — Apxutektn OO[l Bb3NPMEeMa NpoOaKTUBEH NOAXO4 KbM YNpaBreHUETo Ha
WHdOPMaLOHHaTa CUrYPHOCT, KaTo M3MNON3Ba PaMKUTE Ha CNeagHUTe CTaHAapTy:

e ISO/IEC 27001:2013 — UHdopmaunoHHK TexHonorun. TexHWkK 3a curypHocT. Cuctemu sa
ynpasneHue Ha curypHocTTa Ha nHdopmaumaTa. Mauckeanus;

e ISO/IEC 27002:2013 — UHdopmaLmoHHn TexHonormn. MeTogu 3a curypHoct. Koaeke 3a
fAobpa npakTuka 3a ynpaeneHne Ha CUrypHoCcTTa Ha UHdopmMaumsTa.

Bcnuky npoLiecn n cBbp3aHUTE C TAX LENW U MEPKU MO KOHTPOMa, BL3NPUETUTE APYrv NONUTUKU M
npoueaypw, OOKYMEHTATE W 3anucuTe, 4Ype3 KOUTO Te ce noaabpkat W nopobpsear, ca
cucrematusmpaHun B [leknapauus 3a npunoxumoct. C orneg nogabpXaHeTo 1 nofobpseaHeTo Ha
cucremara 3a MHPOPMaLMOHHA CUTYPHOCT, OpraHN3aUWAaTa ynpaBnaBa cNeaHUTE NpoLecH:

e OpraHusnpaHe Ha CUrypHOCTTa Ha MHOpMaUMATA;
e YnpaBneHuWe Ha aKTUBWUTE;

e CUrypHOCT Ha YOBELLKUTE PECYpCH;

o dusanyecka CUrypHocT;

e CuWrypHOCT Ha KOMyHWUKALIMUTE U AEMNHOCTUTE;

¢ KoHTpon Ha gocTbna;

e  CurypHoCT Ha MH(POPMALIMOHHUTE CUCTEMU;

e YnpaeneHwe Ha MHUMAEHTU NO CUTYPHOCTTA;

* YnpaBneHWe Ha HeNpeKbLCHATOCTTa Ha AeNHOCTTa;

® anaBneHme Ha CbOTBETCTBMETO CbC 3aKOHOBUTE W3NCKBaAHWA, [OrOBOPEHUTE
N3NCKBaHUA, TEXHUYECKUTE N3NCKBAHWUA U CTaHOApTUTE.

BbanpueTuaT noaxon 3a ynpasneHne Ha MHMOPMALMOHHATa CUIYPHOCT € LMKBLI, KOWTO BKNouBa
CreaHuTe CThIKKU:

o WsrpaxgaHe, yTBbpXAaBaHe W pasnpoCTPaHEHWE Ha MOMAUTUKA U LEenu no
WHOPMaLIMOHHA CUTYPHOCT;
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OcurypsBaHe Ha pecypcy 3a BHeApsBaHe, nogabpxaHe u nogobpsBaHe Ha cucTema 3a
ynpaeneH1e Ha HOPMaLMOHHATA CUrYPHOCT;

OueHka Ha CTOMHOCTTa Ha nNpuTeXaBaHWTe WHdOPMaUMoHHM akTuBK. OueHkaTa ce
M3BbPLUBA Ha OCHOBaTa Ha LenuTe, onucaHu no-rope U sarybute, KOWTO e NPETLPNU
Weo lNMeTpos — Apxutektn OO[ npu eBeHTyaneH oTkas Unv BPEeMeHHO HedyHKLUMOHUPpaHe
Ha aKTUBa;

MsBbpluBaHe Ha aHanW3 Ha PUCKOBETE MO OTHOLUEHUE Ha OTAENHUTEe MHMOPMAaLMOHHU
aKTMBeu;

MN3bop n npunaraHe Ha NOAXOAALUM MEPKU 3a 3alUTa Ha MHOPMALMOHHUTE aKTUBM M
rapaHTUpaHe Ha CUMrypHOCTTa Ha UHdopMauuaTa. Mepkute ca cboBpaseHn cbC cTeneHTa
Ha pucka U NpaBHUTE W MHCTUTYLIMOHATHN N3NCKBAHUS,

ObmsHa Ha onuT Mo MHGOPMALIMOHHA CUrYPHOCT, OCb3HaBaHe W O0OyyeHue Ha
CNyXUTENNTE;

MNepuoanyeH oauT Ha npunaraHWTe MepkU C LUen npoBepka Ha edeKTMBHOCTTa Ha
peicTBawjara cuctema v npeanpuemMaHe Ha CTbMKM (KOpUrMpaly Wunu npeBaHTUBHM
MepKn) 3a HeMHOTO noaobperue;

MNepuogunyeH npernen Ha cucTemata OT PbKOBOACTBOTO C OrNef ocurypsisaHe Ha HeWHaTa
afileKBaTHOCT U nocneasallo hyHKLUMOHUpaHe U noaobpseaHe

5. IPUHUUNU

OcHOBHUTE MPUHLMNW, HA KOUTO C& OCHOBaBa CUCTEMATa 3a ynpaBfeHWe Ha WH(OPMaLMUOHHaTa
curypHoct Ha Ueo MeTtpos — Apxutektn OOL, ca HacoYeHU KbM NOCTUraHe Ha cnegHUTe U3NCKBaHUS:

HdoctoBepHoCT - noTpebutenute Ha wuHPOPMaUMOHHUTE akTMBUW paa 6baar
naeHTUULMpaHM No YHUKaneH Ha4yuH Npy Nony4YyaeaHe Ha AoCTbN A0 UHopMaLms;

LlanocTHOCT - Hanuune Ha aAeKBaTHY 3aWWUTHN KOHTPOMWU U NpeAnasHu Mepku, KoUTo aa
ocurypsABaT TOYHOCTTa Ha WH(pOpMaLuUAaTa No BpemMe Ha nonyvyaBaHe, CbXpaHeHue,
o6paboTka u npegocTaBsaHe/NpeacTaBAHe HA MHOPMaLMATa;

KoxnduaeHunanHocT - Hanu4une Ha ageKkBaTHU 3alUMTHM KOHTPONW W NPeAnasHu Mepku,
KOUTO fAa ocurypseaT paskpuBaHe Ha WHGoOpMauus camo npej OTOPU3MpaHM
notpeburenu;

OTroBOpHOCT - Hannyne Ha ageKBaTHU 3aLUTHU KOHTPONW U NpeanasHu MEpKU, KouTo aa
rapaHTMpar noemMaHeTo/ HOCEHeTO Ha OTrOBOPHOCT OT CTPaHa Ha [OCTaBuMLM WU
noTpebutenun Ha nHpopmaLua.

YnpaBneHue - MHMOOPMALIMOHHUTE aKTUBW, HE3ABUCMMO OT TOBa Oanu ca HaeTu unu
cobecreeHocT Ha MBo lMetpos — Apxutektu OOL, aa 6bAaT U3nonssaHW eauMHCTBEHO W
camo 3a oCblUecTBABaHe Ha OCHOBHaTa AEWHOCT Ha OpraHM3auusaTa, KaTo He ce Jonycka
W3MNON3BaHETO MM 3a JNUYHW HYXOW MNW 338 [PYrM LUENM OCBEH 3a OCHOBHOTO WM
npegHasHaveHue;

Keanudukaumsa n o6yyenmne. Ocb3HaBaHe - OCb3HaBaHe Ha BaXHOCTTa Ha cuctemara
3a ynpaBreHne Ha UH(OPMaLIMOHHATa CUTYPHOCT, Ha KBannMUKaLMATA, KOMNETEHTHOCTTA
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U HeobXoQMMOCTTa OT HenpexbCcHATo MNpoBeXpgaHe Ha obyyeHue Ha CnyxuTenuTte no
MHOPMaALNOHHA CUTYPHOCT;

e CLOTBETCTBME - CLOTBETCTBME Ha CUCTEMATa 3a ynpasfeHne Ha WHOpMaunoHHaTa
CUrYypHOCT C BCUMKM MPUMOXMMUN 3aKOHOBU MW3UCKBAHWS, C MOETUTE [OrOBOPHM
3aAbIKEHUA,CbC  CTaHAapTWTe 3a WHGPOPMAaLMOHHA CUrYPHOCT M TEXHUYECKO
CbLOTBETCTBME.

e TpeTu cTpaHm - ocurypsiBaHe Ha CbOTBETCTBMETO Ha KOMYHWUKALWATA C TPETU CTPaHu C
M3UCKBAHUATA Ha CUCTEMATA 3a yNpaBrieHUe Ha MH(OPMALIMOHHATA CUrYPHOCT.

6. OTTOBOPHOCTHU

Cucremara 3a ynpasneHne Ha MHOpMaLMOHHaTa CUIYPHOCT (OYHKLIMOHMPA Ypes ACHO AehUHNPaHM,
pasnpocTpaHeHW, ocb3HaTU W ynpaBnsBaHu 4ype3 CYWUC oTroBopHoCTW. B cuMHTE3WpaH Bua Teswn
OTFOBOPHOCTM Ca onucaxu B [leknapaumsta 3a aHraXupaHocT.

7. KOHTPOJ U NPEPASINEXOAHE

Hactosuiata nonutuka ce yTBbpXKAaBa OT BUCLLETO pPLKOBOACTBO Ha oOpraHusauusaTa WU
npepasrnexpa no OTHOLUEHWE Ha afeKkBaTHOCT, NbMHOTa U e(PEeKTVBHOCT Hal-Manko BeAHBX
rogvwiHo, B pamkute Ha npernega Ha CYWUC, kakto e pedwuHupaHo B lMpoueaypa P 1-1
OTroBOopHOCT Ha PLKOBOACTBOTO.

8. CAHKUUK

MpegHaMepeHo M yMULWNEHO HecnasBaHe W 3aobuKansHe Ha NPUHUMMUTE Ha Tasu MOMWTUKA, Ha
OeknapauusTta 3a NPUOKUMOCT UMM Ha YKasaHUATa W NPOLEAYpUTE 3a TAXHOTO OCLLUECTBABAHE U
npunaraHe, BOAW A0 NpeanpueMaHe Ha CbOTBETHUTE AMCLMNIMHAPHU MEPKUA.

Kato ynpaeuten Ha WMeo Metpos — Apxutektu OO[] aeknapvpam nnuHaTa CU aHraXwpaHocT 3a
npunaraHeTo Ha Tasu MonuTuka.
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